CST-03 Red Team Operation

\ Red Teaming is the process of using tactics,
techniques, and procedures (TTPs) to

emulate real-world threats in order to train
and measure the effectiveness of the

YOU'VE BEEN HACKED! people, processes, and technology used to
T " defend environments. Built on the
e i fundamentals of penetration testing, Red
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Teaming uses a comprehensive approach to
gain insight into an organization's overall
security in order to test its ability to detect,
respond to, and recover from an attack.

Prerequisites:
1. CST-01 Fundamental Training

Cyber Kill Chain

C2 Framework

Empire Framework

Outline:  Privilege Escalation g SEVE

Social Engineering

Data Exfiltration

Credential Dump



